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Reflections on aging

The aging population of the United States will have a cascading influence across all aspects of the healthcare ecosystem
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With advancements in payments technology, vulnerabilities are multiplying

Fraud tactics are shifting with the change to digital…

65%
of organizations report 
having been victims of 
payment fraud attacks1

44%
roughly 44% of 

companies were 
unsuccessful in 

recouping any of these 
funds1

…and driving a rise in ACH and wire fraud attempts

6%
Instances of fraud via ACH 
credits and virtual cards 
increased by 6% each1

45%
of organizations cited 
wires as the payment 
method used during 

BEC attempts1

70%
of businesses say protecting 

data and cybersecurity 

comes to mind when they 

think about trust2

1 Association for Financial Professionals, “2023 AFP Payments Fraud and Control Report.”2 PwC, “The Complexity of Trust: PwC’s Trust in US Business Survey,” accessed October 2023. 3 Federal Bureau of Investigation, “Internet Crime Report 2023,” accessed March 2024.

880K+
Complaints reported to the FBI3

$12.5B+
Adjusted losses reported to the FBI3
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Some industries are targeted more than others
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Sources: IC3 Report 2023

Infrastructure Sectors Victimized by Ransomware
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Current and emerging threats
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Every company, regardless of size or Industry, is at risk to common threats:

Business Email Compromise

880,418
Complaints Reported2

1. IOT Analytics – Number Connected IoT Devices

2. 2023 FBI IC3 Report
3. Cybersecurity Dive

Social Engineering

Fraud Ransomware

SystemsVulnerabilities Outdated Software/ Hardware

InsiderThreats Human Error Ignorance

29B
IoT Devices Coming 

Online by 20271

• Ransomware and Business Email Compromise continue to drive the bulk of 

attacks

• Cloud attacks are increasingly successful, due to lagging maintenance and 

misconfiguration

• Remote working presents risk, due to misconfigured cloud security measures / 

insecure home devices. U.S. Cyber Trust Mark should elevate devices to meet robust 

cybersecurity standards, but program is voluntary3

• MultifactorAuthentication is becoming less secure, due to phone and SMS hacks

• Outdated systems

• Attacks have shifted to 5th Generation

• Attack surface is expanding,with more than 29 billion IoT devices coming 

online by 2027

• Attacks on the rise: Operational technology, quantum computing,AI, and IoT



C O N F I D E N T I A L

H E A L T H C A R E  P A Y M E N T S

“Top10 List” of effective programs and practices
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2. Engage government and law 

enforcement

7. Conduct Exercises & 

Drills

3. Join an industry 

forum

8. Understand how money leaves 

your organization

4. Simulate an internal 

attack

9. Implement controls for 

maximum effect

5. Deploy mandatory employee 

training and testing

10. Plan for Payment 

Contingencies

1. Conduct an IndependentAssessment

6. Know your third-party vendors
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This material was prepared exclusively for the benefit and internal use of the JPMC client or prospect to whom it is directly addressed (including such entity’s subsidiaries, the “Company” or “you”, as the context may 

require) in order to assist the Company in evaluating a possible transaction(s) and does not carry any right of disclosure to any other party. In preparing these materials, we have relied upon and assumed, without 

independent verification, the accuracy and completeness of all information available from public sources or which was provided to us by or on behalf of the Company or which was otherwise reviewed by us. This 

material is for discussion purposes only and is incomplete without reference to the other briefings provided by JPMC. This information is confidential and proprietary to our firm and may only be used by you to 

evaluate the products and services described here. Neither this material nor any of its contents may be copied, published, disclosed or used for any other purpose without the prior written consent of JPMC. 

J.P. Morgan, JPMorgan, JPMorgan Chase, Chase and InstaMed are marketing names for certain businesses of JPMorgan Chase & Co. and its subsidiaries worldwide (collectively, “JPMC”, “we” or “us”, as the 

context may require). Products or services may be marketed and/or provided by banking affiliates such as JPMorgan Chase Bank, N.A., securities or other non-banking affiliates or other JPMC entities. JPMC 

contact persons may be employees or officers of any of the foregoing entities and the terms “J.P. Morgan”, “JPMorgan”, “JPMorgan Chase” “Chase” and “InstaMed” if and as used herein include as applicable all 

such employees or officers and/or entities irrespective of marketing name(s) used. Nothing in this material is a solicitation by JPMC of any product or service which would be unlawful under applicable laws or 

regulations.  

Investments or strategies discussed herein may not be suitable for all investors. Any opinions, analyses and estimates included here reflect prevailing conditions and views as of this date. These factors could 

change, and you should consider this information to be indicative, preliminary and for illustrative purposes only. Any market and/or economic commentary in no way constitutes research and should not be treated as 

such. Neither JPMC nor any of its directors, officers, employees or agents shall incur in any responsibility or liability whatsoever to the Company or any other party with respect to the contents of any matters referred 

in, or discussed as a result of, this material, including any decision made or action taken in reliance upon or for any inaccuracies or errors in, or omissions from, the information in this material. JPMC is not acting as 

your agent, fiduciary or advisor, including, without limitation, as a Municipal Advisor under the Securities and Exchange Act of 1934. This material is not intended to provide, and should not be relied on for, 

accounting, legal, tax, investment, regulatory, technology or other recommendations or advice. Please consult your own tax, legal, accounting, investment or similar advisors concerning such matters. 

Not all products and services are available in all geographic areas or to all customers. Eligibility for particular products and services is subject to final determination by JPMC and or its affiliates/subsidiaries, including 

satisfaction of applicable legal, tax, risk, credit and other due diligence, JPMC’s “know your customer,” anti-money laundering, anti-terrorism and other policies and procedures. This material does not constitute a 

commitment by any JPMC entity to extend or arrange credit or to provide any other products or services and JPMC reserves the right to withdraw at any time. All services are subject to applicable laws and 

regulations, approvals and notifications, and service terms and policies. The Company should examine the specific restrictions and limitations under the laws of its own jurisdiction that may be applicable to the 

Company due to its nature or to the products and services referred herein. 

Notwithstanding anything to the contrary, the statements in this material are not intended to be legally binding. Any products, services, terms or other matters described herein (other than in respect of confidentiality) 

are subject to the terms of separate legally binding documentation and/or are subject to change without notice. Any mentions of third-party trademarks, brand names, products and services are for referential 

purposes only and any mention thereof is not meant to imply any sponsorship, endorsement, or affiliation. 

Changes to Interbank Offered Rates (IBORs) and other benchmark rates: Certain interest rate benchmarks are, or may in the future become, subject to ongoing international, national and other regulatory guidance, 

reform and proposals for reform. For more information, please consult: https://www.jpmorgan.com/global/disclosures/interbank_offered_rates 

JPMorgan Chase Bank, N.A. Member FDIC. Deposits held in non-U.S. branches are not FDIC insured. 

JPMorgan Chase Bank, N.A., organized under the laws of U.S.A. with limited liability. 

© 2023 JPMorgan Chase & Co. All Rights Reserved
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