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Blockchain and the Hype Cycle



It Started with a Whitepaper
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The eight-page document 
described methods of 
using a peer-to-
peer network to generate 
"a system for electronic 
transactions without 
relying on trust" and laid 
down the working 
principles of the 
cryptocurrency.



The “Double Spend” Problem
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Early digital currencies had a 
problem preventing users from 
double spending a single digital 
unit of currency

Bitcoin solved this problem 
with lots of math!
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Bitcoin and the Blockchain

Double spending is 
prevented using an 
extensive, 
decentralized 
network of 
computers, each 
holding a copy of 
the public ledger 
containing an audit 
trail of all bitcoin 
transactions. This is 
the “blockchain”.  

Screen shot from blockchain.info



How the “blockchain” Gets Built
Start with a transaction between 
two bitcoin holders

To create a new block, miners must find a hash that meets specific requirements

• The hash requirement includes the header of the preceding block
• The hash must be less than or equal to the  target number
• The hash must include a number called a nonce

The target number is decided by every client 
connected to the Bitcoin network (ideally ever 2 
weeks). It is lowered or raised in difficulty to make the 
next hash harder or easer to find. More miners results 
in a harder hash in order to maintain constant creation 
of a block every 10 minutes .

Miners generate millions of hashes per second until the 
correct hash is found. If a miner generates a hash larger 
than the target number, then they increment a number 
called a nonce and try again. The new nonce will result in a 
new hash, and if still larger than the target, the nonce is 
incremented again and again until the target is reached.

Since each block contains the hash of the previous block, they link together in 
a long chain (blockchain).

Bitcoins are awarded to the miner’s address that finds the hash and creates a new 
block. Initially every block solved rewarded the miner 50 new Bitcoins. This reward is 
halved approximately every four years. This slowly reduces the amount of coins 
released into the world over time. This controlled supply and release means that all 
possible 21 million Bitcoins will eventually be mined and that is all that will ever be 
available. 

As Bitcoins are transferred from one wallet to another, these transactions are digitally signed 
and stored publicly in the body of the block. 
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Components of a Blockchain
• Text
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Blockchain Ledger
•A transaction ledger where 

each transaction is tied to all 
of the previous transactions 
by making a cryptographic 
hash of the entire ledger 
every time there is a new 
transaction 

Blockchain Distribution
•A system wherein all 

participants in the consensus 
model have a complete copy 
of the entire ledger

•Distribution can be public, or 
partial with security roles

Blockchain Consensus
•A process used with 

distributed ledgers that 
ensures that all parties can 
agree on the validity of 
transactions and of the entire 
ledger

The Blockchain
“Smart Contracts” are often considered a 4th Component

Note:  “blockchain” and “distributed ledger technology” or “DLT” are not exactly the same, but are used interchangeably in most cases



Benefits and Challenges
Challenges
• Scalability to Handle Large 

Transaction Volumes
• Security Issues When Private Key is 

Shared
• Confidentiality of a Public 

Blockchain
• Exception Processing
• Potentially Large Conversion Costs
• Enforceability in Existing Law
• AML/KYC Considerations
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Benefits
• Cheaper, Relatively Faster 

Value/Ownership Transfer

• Real-Time Settlement

• Improved Data Auditability and 
Governance

• Provides Greater Resiliency by 
Minimizing Centralized Points of 
Failure

• Transparency and Immediacy

• Potential for Global Transaction 
Processing Systems

Further Reading:
“The Great Chain of Being Sure About Things”
“The technology behind bitcoin lets people who do not know or trust each other build a dependable ledger. This has implications far beyond the cryptocurrency.”
The Economist (October 2015)
www.economist.com/news/briefing/21677228-technology-behind-bitcoin-lets-people-who-do-not-know-or-trust-each-other-build-dependable

http://www.economist.com/news/briefing/21677228-technology-behind-bitcoin-lets-people-who-do-not-know-or-trust-each-other-build-dependable


Market Caps for Top Ten Cryptocurrencies

9



How Protocols Compare
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Public
P2P & Business 

2 Business
Simple program 

for one purpose
10 minute 
settlement

Public
P2P & Business 2 

Business
Programmable 

Applications
14 second 
settlement

Permissioned
Bank 2 Bank

Simple program 
for one purpose

Near instant 
settlement



Continued Interest in 
Bitcoin & Ethereum
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• Companies such as Abra and 
Circle use Bitcoin as a payments 
rail - users don’t know they’re 
using Bitcoins

• Bitcoin is starting to be seen by 
some as a safe haven investment 
due to global uncertainty, as well 
as an escape from failing 
economies. 

• Ethereum is a 
blockchain that can run 
“smart contracts”

• Runs on proof-of-work 
consensus model 
similar to Bitcoin but 
will switch to proof-of-
stake

• The DAO hack resulted 
in the Ethereum 
blockchain splitting into 
two different 
blockchains

• Microsoft is providing 
developers resources to 
work on Ethereum

• UBS, Santander and other 
banks are using an 
Ethereum based blockchain 
to test a “settlement coin,” 
as is the Bank of Canada 
[continued on slide 8]

Further Reading:
“Ethereum, a Virtual Currency, Enables Transactions that Rival Bitcoin’s”
New York Times, March 2016
http://www.nytimes.com/2016/03/28/business/dealbook/ethereum-a-virtual-
currency-enables-transactions-that-rival-bitcoins.html?_r=2

The trademarks and other intellectual property depicted on this slide and others are the property of their respective owners and are not endorsed by or affiliated with the Federal Reserve Bank of Richmond in any way.

Graph through 
3Q 2015; latest 
info: 856 
companies, 
$1.72B total 
raised

http://www.nytimes.com/2016/03/28/business/dealbook/ethereum-a-virtual-currency-enables-transactions-that-rival-bitcoins.html?_r=2


Possible Directions

Disruptive FinTechs (Ripple)

• Ripple has focused lately on the Interledger Protocol (ILP); marketing claims include:
– Ripple’s implementation of ILP connects bank and non-traditional payment networks to make 

sending payments “just as easy as sending emails”
– At its core, Interledger is a web protocol for routing payments across independent networks
– ILP provides the same benefits as other blockchain systems, including the certainty and auditability 

of transactions, but adds (theoretically) unbounded scalability with no transaction limits to meet 
customer demand

12Images from Ripple
https://ripple.com/technology/

https://ripple.com/technology/


Possible Directions

Banks and Financial Services
• Nearly every global bank is involved in at 

least one distributed ledger/ blockchain 
related initiative

– Current strategy is to experiment and learn, rather than 
launch specific applications or place singular large bets 

– R3 working with over 50 global banks https://r3cev.com/

• According to the World Federation of 
Exchanges, 84% of world’s trading venues 
and clearing counterparties are 
exploring/implementing a distributed ledger

• Much of the interest is in private ledgers
• Projects (and press announcements) are 

numerous
• Key areas being explored:

– Global Payments
– Trade Finance
– Property and Casualty Claims Processing
– Syndicated Loans
– Automated Compliance
– Proxy Voting
– Asset Rehypothecation
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CoinDesk
http://www.coindesk.com/santander-blockchain-tech-can-save-banks-20-billion-a-year/

Further Reading:
“The Future of Financial Infrastructure”
“An ambitious look at how blockchain can reshape financial services”
World Economic Forum
http://www3.weforum.org/docs/WEF_The_future_of_financial_infrastructure.pdf

https://r3cev.com/
http://www.coindesk.com/santander-blockchain-tech-can-save-banks-20-billion-a-year/
http://www3.weforum.org/docs/WEF_The_future_of_financial_infrastructure.pdf


Possible Directions

Central Bank Explorations

• “Project Jasper” involves issuing, transferring 
and settling central bank assets on a 
distributed ledger via a token named CAD-Coin

• Carried out with several of Canada’s biggest 
banks, including Royal Bank of Canada, CIBC 
and TD Bank, as well as Payments Canada

• Uses intellectual property developed by R3, a 
New York blockchain consortium of more than 
50 of the world’s biggest banks

• Platform is Ethereum
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Further Reading:
Staff Working Paper No. 605
The macroeconomics of central bank issued digital 
currencies
Bank of England (July 2016)
http://www.bankofengland.co.uk/research/Documents/workingpapers/2
016/swp605.pdf

http://www.bankofengland.co.uk/research/Documents/workingpapers/2016/swp605.pdf


Possible Directions

Central Bank Explorations
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http://www.coindesk.com/federal-reserve-paying-attention-blockchain/

• March 2016: Governor 
Brainard speech on “The Use 
of Distributed Ledger 
Technologies in Payment, 
Clearing, and Settlement” 
https://www.federalreserve.gov/newsev
ents/speech/brainard20160414a.htm

• June 2016: Fed hosts 
Blockchain and FinTech 
conference in DC; 90 central 
banks in attendance

• October 2016: Governor 
Brainard speech on 
“Distributed Ledger 
Technology: Implications for 
Payments, Clearing, and 
Settlement”
https://www.federalreserve.gov/newsev
ents/speech/brainard20161007a.htm

• Cross-border payments and trade finance are some of the 
most promising areas to see the benefits of the technology

• “A smart contract would automatically execute payments 
on the specified schedule to the assigned owner over the 
life of the bond.”

• “The industry may still be several years away from an 
application that is ready to fully implement.”

• Different participants in the industry are working together 
to look for common approaches

http://www.coindesk.com/federal-reserve-paying-attention-blockchain/
https://www.federalreserve.gov/newsevents/speech/brainard20160414a.htm
https://www.federalreserve.gov/newsevents/speech/brainard20161007a.htm


Possible Directions

Other Developments / Use Cases

Delaware is open for blockchain business
• Delaware, the state that incorporates the most 

companies, is exploring the use of blockchain 
technology to make its paperwork cheaper and 
more efficient

• Delaware’s Blockchain Legal Ambassadors are 
collaborating with the Delaware Corporation 
Law Council to develop amendments to 
Delaware law

• New legal framework will be ready as early as 
the summer of 2017

Blockchain as a Service
• Providers like IBM and Microsoft are offering 

Blockchain as a Service with other Cloud 
offerings
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Prosperity/Consumer Related Use Cases
• Land Registry  - 70 percent of the people in the world who 

have land have a tenuous title to it
• A Real Sharing Economy  - The big sharing-economy 

disruptors in Silicon Valley should be disrupted
• Remittances  - Paying 2percent rather than 10 on moving 

money internationally
• Protecting Personal Data - The virtual you is not owned by 

you -- that's the big problem
• Intellectual Property  - The money should flow back to the 

creative artists, and they should  control the industry, rather 
than powerful intermediaries

https://www.ted.com/talks/don_tapscott_how_the_blockchain_is_changing_money_and_business?language=en

Further Reading:
Blockchain Revolution: How the Technology Behind 
Bitcoin Is Changing Money, Business, and the World
Don Tapscott and Alex Tapscott  (May 2016)

https://www.ted.com/talks/don_tapscott_how_the_blockchain_is_changing_money_and_business?language=en


Escrow, 
Settlement & 

Custody

Currency & 
Settlement

Trade Finance 
& Supply Chain

Loyalty & 
Customer 
Acquisition

Cross-Border 
Payments

Identity 
Management

Data

Electronic 
Records

File Storage & 
Sharing

Auditing & 
Compliance

Financial 
Securities & 

Trading

Assets

Logistics & 
Asset Tracking

Real Estate & 
Property

Intellectual 
Property Rights

Collaborative 
Economy

New 
Ecosystems

Voting & 
Governance 

Spam 
Prevention

Internet of 
Value

Legal

Contracts

Supply Chain 
Management

Digital Rights 
Management

Insurance

Possible Directions

Summary of Use Cases
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